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1.0 Background

This document constitutes a Request for Proposal (RFP} to upgrade the main switches of the
Jordan Capital Markets {JCM) Wide Area Network (WAN), which connects the three institutions
of the ICM, namely {Jordan Securities Commission (JSC), the Amman Stock Exchange (ASE) and
the Securities Depository Center {SDC) 58 brokerage firms and about 230 public shareholding
companies altogether, The JCM network was designed so that the three institutions could utilize
commoen resources and remote connections, especially since they all reside in the same buildings.

The original network (LAN and WAN) was implemented in 2000 and first upgraded in 2001, then,
2 major upgrade was introduced to the JCM network back in 2005, and later in 2013, another
major upgrade was done. Considering that more than nine years have already passed since the
last upgrade of the network, different major significant components of the network reached their
end of life, and many advancements have happened in the period that the JCM needs to benefit
from them.

The scope of work and main KPIs of the upgraded network are:

e High Availability & Resiliency: The solution must be designed with No Single Points of
Failure: link redundancy, power redundancy, and core switch redundancy are essential

e Security — Services Segmentation: virtualizing and segregating users and services in
isolated zones.

e Security — Cyber Attacks Prevention: the proposed solution should protect the network
from traditional IP hacking, IP exposure, and any loT attacks.

* End-to-End Software-Defined Networking (SDN) fabric & Automation: The proposed
solution needs to provide automated configuration of services end-to-end with minimal
human intervention. SDN fabric and configuration automation technologies provided by
bidders should expand to be consistent across the access, campus core, data center, and
remote sites where users and network devices exist.

» SDN fabric over the WAN: SDN fabric automation should be supported over the WAN {
Dark Fiber, L2 MPLS / L3 MPLS) to reach remote sites and make them part of the network
fabric.

e SDN across Data Centers: The solution should be able to build virtualized Layer 2/3
encapsulated tunnels across multiple Data Centers to extend server domains with high
availability and security,
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¢ SDN Fabric Topology Free: It should support any topology regardless of the number of
switches connected and regardless of how they are connected. It should not be limited to
two-core switches only.

e Open Standards: The proposed SDN or Fabric design and technology should be based on
open standards and only use IEEE or IETF-certified protocols to allow interoperability with
other vendors supporting the same standards. Proprietary protocols and mechanisms are
not desirable. The Bidder must mention the IEEE standard.

® Product & Technology Maturity and Live References. The proposed technologies and
approaches must be proven in live implementations and have been running in hig
customer sites for at least four years.

e These customers should be reference-able and can be contacted for details.

e Scalability: Scalability is required to guarantee the support for future applications, users,
traffic, technologies, etc.....without significant forklifts, upgrades, or restructuring.

e A centralized Management platform needs to be included to enhance the overall
operations of the solution (as an option),

¢ The centralized Management platform needs to provide visibility on vendors ( vendor
devices and third third-party devices that the customer wishes to manage), Wireless LAN,
and L7 application flows. All this is to be managed and monitored from a single centralized
GUI-based dashboard (as an option).

e The disconnectivity of the proposed Management platform { for any reason } should not
affect the services running on the network. Switches, wireless, SDN, and applications must
keep working without interruption.

e |t is highly desirable that the solution provided (Hardware and management ) can be
seamlessly transformed into cloud-based management and monitoring at any time in the
future should Amman Stock Exchange wish to move in that direction - without any major
hardware and software replacements. Bidder should clearly describe how it can protect
the Role and retain the proposed solution components when moving to a cloud-based
management approach in the future,

» Scope of work (Onsite delivery time, Architectural design, HA setup and Implementation,
Testing scenario, knowledge transfer, Detailed documentation, Project sign-off, and three
years warranty local and back-2-back 24x7.

The proposals submitted should be done according to this criterion.




2.0 Implementation Consideration

Due to the sensitive nature of this upgrade and the fact that work can not stop, especially in the
following environments:

1. The trading system runs on Redhat Hyper-Converged solution on both sites.

2. VMware Environment: which running based on Nutanix hyper-converged solution on
both sites using ViMware stretch-cluster

3. The disclosure system runs on VSAN hyper-converged solution on both sites using
VMware stretch-cluster,

4, Scorpio: AlX physical power system on both sites

Therefore all installation and testing will be implemented in parallel with the current network,
and all real/actual/accurate replacements will occur outside trading hours {after 13:00 PM) and
during holidays and weekends.

%




3.0 Existing network

=3

Figure (1) ASE General existing setup

Figure {1) shows the existing network connecting the Main Building {MAIN) backbone with the
backbones of the three institutions, WAN services, and the Housing Bank Central ASE Center
(BACKUP-SITE). The network is centered around the “Extreme Networks Black Diamond X8
switches providing a layer 2 connection between all the layer 3 devices connected to it. The
network is divided into the following main segments:

Item Model Details

Jordan Capital Market (JCM) | Extreme  Networks | One 2™ layer switch connecting all
backbone Black Diamond X8 devices of the MAIN location

Jordan Capital Market (JCM) | Extreme  Networks | One 2™ layer switch connecting all
backbone in Backup-Site Black Diamond X8 devices of the BACKUP-SITE location

The backbone of the ASE | Extreme Networks | One 3% layer connecting the servers
core Black Diamond 8810 | and LAN of the ASE
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item

Model

Details

The backbone of the ASE
core in Backup-Site

Extreme  Networks
Black Diamond 8810

One 3™ layer connecting the servers
and LAN of the ASE

ASE Main Brokers’ remote
connections

FortiGate 1800F

One Firewall connecting brokers via
MPLS and Sync lines

ASE backup Brokers’ remote
connections

FortiGate 1800F

One Firewall connecting brokers'
backup links via MPLS and Sync lines

Aggregation Switch QTY (2)

Extreme X440-48t-
10G

HQ and BC Edge switches

Extreme

DR switch

Extreme

The JCM network backbones (MAIN and BACKUP-SITE) are connected directly via different dark
fiber optics cables running through different paths. For example, one 4-cores fiber cable is fully
utilized to transfer IP and FC data running through path A, 12-core fiber cables are utilized to
share IP and FC data running through path B, and 24-cores fiber cables are utilized to transfer IP
and FC data running through path C.

This project is to upgrade some of the_abovementioned components to correspond to the

growing service demands.




4.0 The new network {Reguirements)
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4.1 General Mandatory Requirements

v

4.1.1 The trading application of the ASE is characterized by a very high packet
rate with small packets, and it supports multicast traffic. The solution must
be able to forward packets and multicast traffic at the specified rate at
layers 2 and 3 with access lists and filters activated.

412

413

4.1.4

4.1.5

Ly

y.

This network serves the whole of Jordan Capital Markets and can not be
down under any circumstances. The high availability and reliability of the
network are of utmost importance for ASE business. There must be no
single point of failure {(SPOF) throughout the network. The loss of this
network will have national economic consequences.

Security of the network

v

v
v

Security of application services (Wirespeed ACLs, 802.1x, and Secured
Management)

The solution must provide management through secure SNMP
throughout the network. The network management software (SNMP
v2,3 and GUI) shall provide configuration management, fault
management, performance management and remote access for the
network.

The solution must limit the number of hosts connected over a port.

The solution must provide a mac address lockup over ports in an easy
manner.

Support MPLS, DHCP snooping, IP source guard, and spanning tree.

The solution design should be done using fabric model-spine-leaf.

Traffic Control

v

The solution must provide control over the maximum bandwidth
allowed per port.

The solution must be able to prioritize traffic based on destination and
source, TCP port, and protocol.

Protocols




4.1.6

417
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Standard routing and switching protocols: TCP, ARP, VRRF, IEEE 802.1D,
802.1Q, RIP V1&2, OSPF as a minimum

Proprietary protocols that provide additional redundancy and
availability features will be an advantage.

OSPFv2, OSPFv3 and eBGP routing protocol Support, IPv6 hardware
routing support

Support for Jumbo Frames

IGMP v1/v2/v3

Support of multicast routing protocol PIM-SM and PIM-SSM
VRFs support — minimum of 200 VRFs

Port security to limit allowed mac addresses.

L2/L3/L4 Access Control Lists {ACL) on all ports

Quality of Services with support for 8 priority Queues.

6000 Multicast streams minimum support

LLDP for netwark topology discovery

The Vendor shall provide Mean Time Between Failure (MTBF} and Mean
Time to Repair (MTTR) data for all major system components. However,
the system shall have a system availability figure of 99.999 percent or
greater throughout the expected lifetime of ten (10) years.

The selected supplier should be a certified partner with the Vendor within
the Hashemite Kingdom of Jordan and should only supply new equipment
certified by the Vendor (no refurbished or re-used equipment)
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4.2 List of items required

On next pages, a list of items that are mandatory and required are listed.
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4.2 Other project components

v The Bidder is responsible for providing any required cables, PDUs &
cabinets, or any additional required items needed to complete the
project.

v The fiber connection between the three data centers should be included
if needed.

4.2.1 Management Software optional {Must be provided)

v The Vendor should provide appropriate network management software
to manage all the products offered. The product must include a GUI
interface to manage all aspects of the solution. This will also include
security and access list features.

¥ Any licenses required to operate the management software should be
provided for a min. of 3 years, and the cost of renewing the licenses after
the subsequent years should be explicitly mentioned in financial offers.

v" The Vendor will provide management software that will provide real-
time monitoring, fault detection, and performance features of all
equipment. The software must be capable of sending the administrator
alerts by means of a)E-mail b)SMS ¢)Sound on the client application.

v The software should be able to monitor standard MIB equipment via
SNMP v2, or v3.

4.2.2 Training

v The vendor/bidder will provide appropriate onsite training (knowledge
transfer) for 5 employees of the JCM.

v It is also required to provide professional training at an authorized
vendor training center for 5 persons, It is understood that all these
employees have a minimum of years of experience with similar
equipment. Training should include all aspects of Hardware, software,
and configuration. The offer should preferably cover the course and
accommodation. Optional {(Must be provided)

4,2.3 Project timing
v Delivery of the hardware items should be clearly mentioned in the

technical offer.
dan Mg ) \S Z /}/
-\' yrmad g4 ‘;‘Rﬁi\ﬁi\ﬁ% r.’ ; C?
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v The Vendor is requested to provide an overview of its standard
installation & commissioning practice and Acceptance Test Program
{detailed project plan for all phases of the project} covering the following
stages: (a) Commissioning {b) Provisional Acceptance (c)Performance,
Monitoring (d) Final Acceptance.

v" The Bidder proposal shall include a fully detailed, comprehensive project
plan for implementing the solution.

¥" A plan of Installation of the equipment and configuration is expected to
commence immediately after receipt of the equipment with a
corporation of JCM team. The Vendor must state within a reasonable
estimate the time required for instaliation. Due to the presence of an
existing network, any testing or implementation needs to be
coordinated after trading hours and during weekends. The ASE trading
hours are 9:30 AM to 13:00 PM, Sunday to Thursday.

5.0 Warranty and Maintenance

5.1 Three years minimum warranty should be explicitly stated in the technical offer. The
warranty period is three years onsite and should start from the date of final
acceptance. The Bidder, at no cost to ASE, shall replace any units/devices or
components which fail during the warranty period. The Bidder should provide 24x7
local and bidder/vendor support and back-to-back support with the mother company.

5.2 Maintenance as a percentage or fixed price of the purchase price for subsequent years
till end of life/ end of support of the items must be specified in the financial offer.

5.3 A draft of the maintenance contract shall be provided with the technical proposal.

5.4 Vendor/Bidder will be obliged to replace any faulty equipment from his own stock
immediately. Vendor/Bidder must specify whether this level of maintenance is
supported. Bidder will attach the CVs of the technical personnel and manufacturer
certificates for supporting the equipment.

6.0 Bidding documents

6.1 Documents will be provided in separate financial and technical envelopes. All envelopes must
be super-scribed with the following information: Name of the Bidder, Bid Reference No., Type
of Bid { Eligibility or Technical or Financial),

6.2 Three original copies, and an electronic copy of all offers (Technical and Financial) will be
provided.
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6.3 Technical Offer

v The technical offer will provide clear answers to the issues in section 4 in the
same order in this document. This is important to allow the technical
committee to conduct the evaluation.

v" The technical offer will address the requirements in section 4.2 in the same
order given in this document.

v The Vendor shall supply the documentation of all software/hardware
specifications, manuals, operation, administration, maintenance, testing
procedures, engineering design and specifications, network implementation,
sign-off acceptance test results, and as-built documents.

¥ The technical offer shall include more detailed infarmation on the mechanics
of the different software licenses, if any.

v The Vendor must fill the compliance matrices in Appendices Aand B and attach
them with the technical offer.

v A clear list of references of similar projects installed by the Bidder in Jordan
and outside Jordan regionally of the same brand references relating to capital
markets and financial institutions or any other related similar project with a
details list of installed equipment.

v The Bidder will clearly state the warranty offered on the items in this list
v' Delivery and installation timings must be stated in a separate offer section.

v" The ASE might request oral presentations from the Bidders to clarify ONLY
unclear points or/and any portion of Bidder’s responses in the proposal. If oral
presentations are required, they will be scheduled after proposals submission.
The solution must be verified by an official letter from Extreme

v’ Site survey can be scheduled before the proposal submission in corporation
with ASE technical team.

v' Cross-checks by Vendor should be performed in corporation with the Bidder.
10 years of a Lifetime commitment is a must.

v' Bidder is not permitted to subcontract any part of the project without ASE's
prior written agreement.

v ASE have the right to amend the project plan and the content of phases, if
necessary, before or during the project.
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6.4 Financial Offer

v' The offer will be itemized according to the list provided in section 4.2 of this
document, providing each component's cost,

v According to the Final Score, the proposal would be ranked by combining
Technical and Financial scores: Weightage for the bids is as follows: Technical
Bid 60% + Financial Bid 40% = Total Weightage 100%.

v The RFP would be first evaluated based on the technical offer (60%) and then
on the financial offer (40%).

v All prices should be specified in Jordanian dinar after any discount. All prices
should contain additional taxes {including withholding tax if existing). The
below table consists of the compliance details for the requested requirements.

v' Vendors/Bidders should note that ASE will apply penalties for delays or failure
to complete work in accordance with the contractual agreements between
both parties. Options (if any) will be stated clearly

v The Bidder will state the annual fee for maintaining the equipment as a
percentage of the purchase price.

v The offer must be valid for at least two months from the submission date.
v The Bidder must clearly fill appendix C in the financial offer

NOTICE: Pre Bid queries are to be received only online at nsc@ase.com.jo
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